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Abstract - For most of the twentieth century, critical infrastructure referred to tangible, visible assets
power grids, transportation networks, water systems, and communication towers. These were the pillars
on which national security and economic continuity were based. A category of infrastructure that's not as
well-known but is ever more central to that discussion has been introduced into the mix. In the 2ist
century. No longer considered to be niche back-office facilities of information technology departments,
data centers are now a cornerstone of the functioning of modern economies, governments, and military
systems. This article will explore the history of critical infrastructure thinking, the metamorphosis of data
centres as key national assets and the geopolitical, economic and security implications of digital
dependency. The article delves into the centralization vs. resilience question in digital infrastructure
design, drawing on documented geopolitical events, such as in conflicts in Middle Eastern and Eastern
European countries where infrastructure has been targeted. It also offers a structured framework for
enterprises considering moving to the cloud and examines new national strategies to build sovereign
digital infrastructure and the cross-over of artificial intelligence and compute geopolitics. The article
concludes with concrete policy recommendations for governments and organisations wanting to create
true digital resilience in an ever-changing world, one in which they are now under more pressure than
ever.
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1. INTRODUCTION

1.1 The Infrastructure Beneath the Infrastructure

The most essential things go along with an invisibility of their own. Unless the power goes out, people take
the electrical grid for granted. Until the water taps run dry, they don't think about water infrastructure. The
world economy had enjoyed a similar blithe indifference towards data centres for some 30 years. While
they conducted the world's transactions, kept records, handled its communications, and provided its
power to its governments these facilities were largely missing from strategic conversations that informed
national security policy and corporate risk management.

Those days of complacency are over, and these are the days that should draw the attention of those at
all levels of decision making. With the last five years of events unfolding, it's clear that the strategic
importance of data centers can no longer be overlooked. Cloud Computing is now bigger than its original
architects envisioned. Artificial Intelligence has moved from the research labs to the core of finance,
medicine, logistics and defense. COVID-19 brought about a complete or partial reorganization of entire
economies and a level of dependence on continuous digital access that is only now becoming apparent.
In multiple active conflict zones, adversaries have done the same with the same deliberate strategic
intent that they typically use to target power stations, bridges, and command posts data centers.
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Data Centers: From Invisible Workhorses to Critical Infrastructure
Strategic importance, vulnerabilities, and models for resilience
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This article is an effort to think straight on these developments. It reviews the development of critical
infrastructure thinking since the postwar era to the present, establishes why data centers are now
definitely critical infrastructure, dissects the inherent weaknesses of the current way of delivering digital
infrastructure, and provides concrete models for government and organisations that must react to be
ready. The analysis is based on reported rather than forecast events, and recommendations are realistic
rather than idealistic.

2. OBJECTIVES

This article has the following main objectives. First, the article aims to create a solid analytical basis for
the definition of data centres as critical national infrastructure (CNI), based on the economic dependency
data, conflict patterns documented and security policy developments. Second, it strives to explore the
strategic paradox of centralization of infrastructure and resilience of operation and to consider the
implications of this paradox on a national and enterprise context. Third, the article offers a realistic
decision-making model for corporate and governmental cloud decision makers considering cloud
adoption, data center investments, and the digital resilience strategy. Fourth, it explores the geopolitical
relationship between the deployment of artificial intelligence and data centers, claiming that the
compute infrastructure is now a part of national power. Fifth and finally, the article points to some
possible areas where existing policies and research fall short and suggests areas for future research in
digital infrastructure security and governance.

3. HISTORICAL EVOLUTION OF CRITICAL INFRASTRUCTURE THINKING
Understanding why data centers have become strategic assets requires understanding how the broader
concept of critical infrastructure developed. The idea did not emerge fully formed from a single policy
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document. It evolved through the accumulated lessons of two world wars, a prolonged Cold War
confrontation, and several decades of technological transformation.

During World War ll, strategic bombing doctrine on both sides of the conflict was shaped by a central
insight: disabling the industrial and logistical systems that sustained a military was often more decisive
than engaging armies in direct combat. German attacks on British radar stations during the Battle of
Britain, Allied bombing of German synthetic fuel plants, and the systematic targeting of railway networks
all reflected this logic. The goal was not merely to destroy assets but to sever the connective tissue of an
opponent's capacity to function.

Historical Evolution of Critical Infrastructure Thinking
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Fig -2: Historical Evolution of Critical Infrastructure Thinking

After 1945, this thinking was institutionalized in Cold War defense planning across NATO and the Warsaw
Pact. Western governments developed detailed contingency plans for the protection and continuity of
power generation, water treatment, fuel distribution, telecommunications, and transportation. The term
“critical infrastructure” gained policy currency as a designation for assets whose disruption would
produce cascading effects across national security, public health, and economic stability.

The United States made its first formal policy acknowledgment of information systems within this
framework in 1998, when Presidential Decision Directive 63 designated cyberspace and information
infrastructure as critical sectors requiring protection. That decision was prescient, though its full
significance was not widely appreciated at the time. The internet existed, but electronic commerce, cloud
computing, and digital government services were still embryonic. Most critical economic processes still
ran through physical channels that could be protected by conventional means.

The following decade changed that equation fundamentally. By the mid-2000s, financial clearing
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systems, tax collection, healthcare records, utility management, and military logistics had all become
dependent on digital infrastructure in ways that were not merely convenient but structurally irreversible.
The digital transformation of the 2010s deepened that dependency further, and by the time the COVID-19
pandemic arrived in 2020, the question was no longer whether economies were dependent on digital
infrastructure but how completely and how vulnerable.

Researchers studying infrastructure resilience have noted that the speed of digital adoption consistently
outpaced the development of protective frameworks. Systems integration happened through
commercial incentive and technological opportunity rather than strategic design, with the result that
dependencies accumulated without corresponding attention to the vulnerabilities they created. That
observation, made decades ago, describes precisely the situation that governments and organizations
are now working urgently to correct.

4. WHAT DATA CENTERS ACTUALLY DO THE OPERATIONAL FOUNDATION OF MODERN ECONOMIES
To appreciate the value of data center assets as strategic assets, it is important to have a grasp of the
overall evolution of what critical infrastructure is. This was not a policy document in isolation that led to
the idea. It's developed across the learning experiences of two World Wars, one long Cold War rivalry and
over several decades of technological change.

The Evolution and Strategic Role of Data Centers in Modern Economies
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Fig -3: The Evolution and Strategic Role of Data Center in Modern Economies

A key element of strategic bombing doctrine in both belligerents during World War Il was to try to make
the military system of the other country irrelevant to the conflict, by targeting its industrial and logistical
base. This mirrored the fact that German attacks on British radar stations during the Battle of Britain, Allied
bombing of German synthetic fuel plants and the systematic attacks on the railway network. Not only
were they out to destroy assets, but to cut the glue that held an opponent together.
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This thinking was institutionalized in the defense planning of the Warsaw Pact and NATO countries after
1945, in the context of the Cold War. Western governments created comprehensive contingency plans for
safeguarding power generation, for water treatment, for fuel distribution and for telecommunications and
transportation. “Critical infrastructure” became a policy term to describe systems which, if disrupted,
would have an impact on national security, public health, and economic stability.

This was the first formal policy statement by the United States that acknowledged information systems as
a policy domain, in 1998 with the Presidential Decision Directive 63 which identified cyberspace and
information infrastructure as critical sectors that need protection. That proved to be a good move, but it
did not have the full significance recognized at the time. While the internet was there, electronic
commerce, cloud computing and digital government services were still in their infancy. Most of the critical
economic processes were still physically based and could be secured via the traditional means.

All that changed in the next 10 years. By the mid-2000s, records of financial clearing systems, tax
collection, healthcare, utility management, and military logistics were all dependent on digital systems
and in ways that were no longer merely convenient, but structurally impossible. That dependence was
further exacerbated by the digital transformation of the 2010s, to the point that the arrival of the COVID-19
pandemic in 2020 was no longer a matter of dependence or not, but how much and how exposed are the
economies.

The rate of digital adoption has always outpaced the rate of the creation of protecting frameworks, as
has been noted by infrastructure resilience researchers. The systems integration was a function of
commercial incentive and technological opportunity, and there was no strategic design either and the
dependencies built up without there being any consideration of the vulnerabilities that it caused. That's
the exact situation that governments and organisations are striving to correct in a hurry today, decades
after the observation was made.

5. CURRENT TRENDS IN DATA CENTER DEVELOPMENT

A legitimate case for considering data centers as critical infrastructure needs to be based on
understanding their purpose, and why it's important. The word is thrown around freely in the public
debate and its widely used nature blurs the magnitude of the issue at stake.

A data center is a brick-and-mortar establishment one with computers, servers, storage systems,
networking equipment, power and cooling solutions designed to keep these computing technologies
running around the clock. A data center, at the hardware level, is a facility that's filled with hardware. At
the functional level, it is the basis for operation of almost all important economic and governmental
activities in the modern world.

The best example is the financial system. This equates to around 1.8 trillion transactions in 2023, which is
just the numbers for the global card networks. For each transaction, it was necessary to conduct real-
time verification, fraud screening, routing, and settlement, which were all done by computing systems
situated in data centers. The internal treasury management systems of all large corporations, the central
bank payment networks, foreign exchange systems, and derivatives markets are also reliant. If a big
financial data center goes down for an extended period, it would not only cause a nuisance to account
holders. It would put a stop to the clearing and settlement processes which continue to support
international trade.
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The situation is no different on the government services side. Today, governments are using data center
systems to manage their tax and welfare programs, immigration records, ID verification systems, and
military operations. In the UK, the Government Digital Service has been steadily moving and remodeling
core public services to be hosted on cloud-based solutions, and thus dependent on availability of data
centres in ways that would not have been ten years ago. Such shifts have taken place in most developed
economies and are occurring in more developing economies.

Data Centers as Critical Infrastructure - Dependencies, Functions, and Vulnerabilities
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Fig -4: Data Centers as Critical Infrastructure Dependencies, Functions, and Vulnerabilities

Networks have always relied on a type of data center and internet exchange point (IXP) known by the
telecommunications industry as a carrier-neutral facility, where networks intersect to exchange traffic.
The 2021 Facebook outage was a prime example of how the failure of a key node in such an architecture
can lead to an outage. Facebook, Instagram, and WhatsApp all went down at once for around six hours,
due to a configuration error in Facebook's data center network routing infrastructure, leaving 3.5 billion
people unable to communicate, and resulting in a loss of direct revenue for Facebook of around 60
million US dollars. The outage was not the result of a cyberattack or physical event instead it happened
because of a software error. It showed that a large scale of dependency generates fragility at a large
scale.

Now, with the advent of Al as a tool to be used on the operational side of industry and government, there
is yet another layer of dependency. To train large scale Al systems, weeks or months of continuous,
intensive computation must be performed using thousands of specially designed processors. This
calculation takes place in a data center that has certain hardware, power and cooling systems which are
not readily available. Compute infrastructure is also important for inference, that is, deploying trained
models to real world inputs. The more critical a system becomes to its user, the more critical is the data
center that powers the system, especially in health care, finance, logistics, and weaponry systems.

Not that data centers are helpful or that their disruption would be problematic. The bottom-line today's
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economies are structurally reconfiguring around a growing reliance on the continuous provision of data
center services that are creating real national security dependencies.

6. CONFLICT, DISRUPTION, AND THE WEAPONIZATION OF DIGITAL INFRASTRUCTURE
The best evidence of late for the strategic nature of data centers has not been in policy documents, but in
conflicts.

The Russian invasion of Ukraine that started in February 2022 saw one of the first offensive campaigns a
massive cyber-attack on the Ukrainian government's systems, financial infrastructure, and
communications networks. The attacks were designed to affect Ukrainian state functions and were said
to have been launched by Russian state actors, according to several Western intelligence agencies.
Ukraine's z answer to the situation the fast migration of government data and services to cloud based
platform outside Ukrainian territories was operationally effective and strategic. It has been proven that
digital infrastructure distributed and hosted in the cloud can continue to function when a country is under
attack.
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Fig -5: Conflict, Disruption, and the Weaponization of Digital Infrastructure

This is now the Ukrainian experience which defense planners around the world use as a case study.
There's a lesson here that's more than just cloud is resilient. The takeaway from the lesson is that the
geographic spread of key data and computing power can offer a resiliency that physical infrastructure
spread in a single location cannot deliver in a contested physical environment. Housed in buildings on
Ukrainian soil, Ukraine’'s pre-war government data centres would have been destroyed or captured. All
data in the cloud was saved.

This trend added to a new layer in the Middle East with conflicts that raged from 2026 onwards. Data
centers were now explicitly introduced into military targeting doctrine and destroyed, not as collateral
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damage, but on purpose to shut down the economic and command functions of a nation. The
consequences of the loss of a data center with a country's banking clearing system, government
databases, and telecommunications routing are even more than technical. Financial transactions halt.
There is a lack of government coordination. Emergency services are unable to communicate. The
consequences of a successful attack on focused digital infrastructure can be as great as if it were
against multiple discrete physical targets.

This targeting logic represents real change in the way that adversary targeting analysis and exploitation
of infrastructure dependencies is established. Sophisticated state intelligence agencies have mapped
the location of key digital services and have included it in their operational planning. The notion that data
centers can't be compromised because they're so obscure or that they're so cybersecure is no longer
valid. There is physical vulnerability in various senses of the word, and it is authentic.

The overall historic trend accentuates this worry. The 2003 Northeast Blackout in the United States and
Canada, the 2015 Ukrainian power grid cyberattack, the 2021 Colonial Pipeline ransomware attack, and a
litany of others have proven that focused infrastructure provides leverage points to be exploited by a
variety of different adversaries with different levels of sophistication. Data centers are a textbook case of
that, and the signs point to the fact that the more sophisticated actors have already realized this, whilst
most governments and organizations have yet to adjust their protection strategies.

7. THE CENTRALIZATION PARADOX EFFICIENCY VERSUS RESILIENCE

The first trend over the last decade in data center development has been towards concentration and
there is a good efficiency argument for this. The balance between that efficiency and the strategic
resilience that it erodes is one of the major issues of digital infrastructure policy.

This is because of the unit economics that are impossible to replicate with distributed architectures
hyperscale data centers are more efficient. A 200Mw user can negotiate electricity contracts and
engineering solutions that are unattainable by smaller users. The volume of hardware procurements it
can do allows pricing that makes it much more cost effective per unit of compute. Its personnel are
distributed across a larger space, and can become specialised and have depths of expertise, which
smaller teams cannot maintain. The overall effect has been the reduction in the cost-per-unit-of-
computation over many decades, which has made possible the explosion of digital services that is the
current economy.

But the same focus of resources that yields those economics means there's a vulnerability profile worth
looking at. Three cloud providers could be serving the bulk of the digital workloads for a nation, and each
of these cloud providers may have a single or two major cloud sites running the regional infrastructure,
and that's an awful lot of physical facilities for an adversary to take down to create national level
disruption. In this context, two ways of seeing the same architectural decision efficiency, and strategic
brittleness.

The example is at a smaller scale in Singapore for 2021. One of the biggest co-location facilities in
Singapore suffered a cooling system outage which caused a partial shutdown that affected banking
services in the city-state for several hours. Though small, Singapore is one of Asia's most important
financial centres, transacting and hosting volumes of financial interactions and data out of proportion to
its size. This incident has also led to substantial changes by the Monetary Authority of Singapore (MAS) in
its requirements for financial sector data centers' resilience, such as the requirement for critical systems
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to be geographically redundant.

What the Singapore incident showed, and what the examples of the larger-scale conflicts showed, is that
centralization paradoxes are not something that one can simply let alone, they must be tackled.
Centralized infrastructure is efficient and that's a fact. It also leaves them vulnerable and that is a reality.
But the right answer is to modestly rethink the concept of efficiency in infrastructure design, so that
efficiency improvements do not result in strategic fragility that is no longer acceptable.

The Centralization Paradox:
Balancing Efficiency and Resilience in Data Center Infrastructure

Centralized Data Center Efficiency Vulnerability of Centralization Policy Response and Resilience Strategies
aa !
® 4ot () =
= & ‘h Cloud Provider A \ ‘
Bulk Energy // = /
N Expenise ; . —> il
: Cloud Provider B -

(-
Contracts _=
* Centralized .
f\ Data Center T
\J i
TARGETED Re-Architected 3

DISRUPTION for Resilience
CIOUd Prowder ¢ Efficiency < / Resilience T

Specialized Efficiency T / Resilience |

&% o

C ion of i national-level
vulnerability to outages or attacks.

Real-World Case (Singapore 2021) ‘ — K
o 2V - -
SRS I A " i

Hardware Bulk Reduced Cost per \E . : 5 =
Procurement Compute Unit % 15— Regulatory leadership and executive action required to
2021: Cooling outage in a major enforce upfront investment in resilience.
facill
Centralized hypersca[e data centers acpieve unmatched 2, Smgapcr:a:kcllnx;y cosed ili as'i ' Value only realized during
operational efficiency via economies of scale. exposing resilience gaps. crises.

[ Centralized digital infrastructure offers efficiency, but strategic resilience must be integrated through deliberate design, policy, and investment. ]

Fig -6: Balancing Efficiency and Resilience in Data Center Infrastructure

The problem for policymakers and enterprise architects is that it involves up-front investment and
running costs that won't be reflected on the balance sheet as a return. Resilience is insurance. It has no
value when it is going well, and only becomes apparent in the crisis, thus engendering ongoing pressure
to under-invest in it. Regulatory mandate and executive leadership is needed to overcome that structural
incentive problem, and to take seriously the downside scenarios that resilience is built to avert.

8. GEOGRAPHIC DISTRIBUTION AND SOVEREIGN CLOUD POLICY
The geographic distribution and sovereign cloud is one of the most important new policy positions on

digital infrastructure in the last few years, and it has moved beyond an infrastructural preference to a
formal policy.

Geographic distribution makes a lot of sense. Computing and data capacity spread across various
geographical locations and various jurisdictions can't be destroyed or disabled at the same time. The
principle of dispersal in the military that has been used in the development of weapons systems and
command structures is also applicable to the development of digital infrastructure. The difficulty lies with
its implementation in an environment where commercial considerations are continually pushing for
concentration.

GAIA-X is the most ambitious initiative to build a multi-national, distributed cloud infrastructure
ecosystem that has explicit sovereignty protection, from the European Union. GAIA-X was initiated in 2019
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and is still in the process of development it aims to define technical and governance standards that
enable European organisations to deploy workloads in cloud infrastructures which are certified to operate
under European legislation and are provided by European or foreign providers that comply with specific
data governance requirements. While some issues have arisen in the process of implementing the
project, such as the involvement of hyperscale providers that are not European, the general strategic
sense and motivation behind the project is correct. A continent whose vital digital services are operated
by cloud services that are governed by foreign law and physically outside the continent has little ability to
protect the digital services in the event of a crisis.

The SecNumCloud certification scheme in France has taken the lead among the European countries by
offering a framework for certifying cloud services as "appropriate” for sensitive government information.
The scheme stipulates that certified providers must operate under French jurisdiction, foreign legal
jurisdiction (which could require disclosure of data) is excluded and specific physical and organizational
security requirements are specified. Similar schemes are in the process of being developed in several
other European countries.

Geographic Distribution and Sovereign Cloud Policy:
National Strategies for Digital Resilience and Sovereignty
Shifting from Commercial Optimization to Strategic Protection — Key National Approaches

The Strategic Shift Principle of Geographic Distribution
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Fig -7: National Strategies for Digital Resilience and Sovereignty

Australia's attitude also now evolved. Cloud service providers who would like to host government cloud
data must fulfil certain security, sovereignty and resilience requirements as set out in the Australian
government's Certified Cloud Services List. Recent changes have increased geographic redundancy
requirements, which require that critical government systems are designed to keep going at
geographically diverse locations.

The National Data Governance Policy, which is still in development, demonstrates the rising awareness
and consensus that the sovereignty of digital infrastructure is a real strategic imperative for big emerging
economies such as India. The regional data center hubs provisions of the policy are a bid to diffuse the
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vulnerability of having all the national digital capacity in a single metro region while also sharing the
economic advantages.

These national initiatives are all telling signs of a new way of talking about cloud and data center policy.
Its no longer just about which provider delivers the best performance at the lowest price. Now the
question has become, where is the data physically housed, what laws govern it and what are the options
for continuity in case of interruption of infrastructure or the end of the provider relationship. These
questions are strategic and strategic answers are being given.

9. ENTERPRISE DECISION-MAKING FRAMEWORK FOR CLOUD STRATEGY THAT REFLECTS REAL RISK
Strategically, data center and cloud questions often become lost in a mix of commercial pressures and
enthusiasm for technology. Cloud providers have made significant efforts in selling cloud adoption as the

progressive and forward-thinking approach, and on premises/hybrids as legacy roles to be surpassed.
This is convenient, but inadequate, framing.

The key honest answers to the enterprise cloud question start with four questions that most organizations
have not answered rigorously.

ENTERPRISE DECISION-MAKING FRAMEWORK FOR CLOUD STRATEGY
REFLECTING REAL RISK & STRATEGIC AUTONOMY
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Fig -8: Enterprise Decision Making Framework for Cloud Strategy

The initial question was about data sensitivity and data sovereignty. There are legitimate restrictions on
the physical location of data and access to it for organizations that hold data that is subject to specific
regulatory requirements, state security classifications, or contractual confidentiality constraints. But it is
not only the healthcare providers under HIPAA in the United States, financial institutions under European
regulatory frameworks, government contractors with security clearances, and organizations handling
personal data under GDPR that must deal with legal requirements; public cloud services may not be able
to meet those requirements completely or at all. In these organisations, the question of whether to adopt
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the cloud is not just a technical one, but also a legal and regulatory compliance question, which means
there need to be specific answers that can be documented.

The second question relates to the tolerance for the continuity of operations. All organizations have a
maximum amount of time that outages can last on their most critical systems. A few hours of downtime
for a consumer retail system is business crippling, but manageable. A few hours is the death knell for a
hospital's clinical management systems, a trading platform or a national payment clearing network. The
real question is whether the provider's service levels, the geographical diversity of the provider's
infrastructure and the organisation’s recovery plan cater for events on the tail of the distribution. Typical
commercial cloud SLAs are based on the idea of typical performance, rather than worst-case resilience.

The third question is about the cost trend over the years. Cloud services often have less upfront capital
expenditure and lower upfront costs than on-premises, making them an appealing option when scaling
up and for workloads that change over time. But the recurring expense of cloud services often surpasses
the cost of owned or co-located infrastructure spread out over multiple years in large organisations with
predictable and stable workloads. A new trend has been documented in the industry and is known as the
‘cloud repatriation movement,” where organizations are bringing stable workloads back on premises
when the cloud economics don't work out on such a large scale. Cloud adoption decisions made from
initial cost comparisons, without a view to the future cost trend, may need to be revisited.

The fourth question relates to strategic dependency and negotiating position. By design, when a
company's entire digital operation is on one cloud provider it has handed over a substantial amount of
operational leverage to that cloud provider. Prices, service alterations, and contractual renegotiations all
take place in a situation where the organization has high switching costs. This is accomplished by
keeping some owned or co-located infrastructure on hand for critical workloads, by ensuring that the
data architecture doesn't create a proprietary lock-in that makes migration too complex, and by keeping
the ability to run on multiple clouds. These are not arguments for not going to the cloud. These are
arguments for strategic autonomy in adopting the cloud.

10. NATIONAL STRATEGIES PROGRESS, GAPS, AND THE TALENT PROBLEM

In recent years, governments around the world have begun to take data centers much more seriously at
the strategic level and formal critical infrastructure designation, sovereign cloud policies and new
physical security requirements are real steps forward. The picture is, however, patchy, and there are key
areas lacking.

Formal Data center critical infrastructure designation has increased greatly on the positive side. The
United States Cybersecurity and Infrastructure Security Agency (CISA) released sector specific guidance
for the data center operators, which is part of the larger information and communications technology
critical infrastructure sector. Data center security is a key element of the United Kingdom'’s National Cyber
Security Strategy. In 2024, the Critical Infrastructure Protection Plan was updated with specific elements
related to digital infrastructure facilities. Germany's Federal Office for Information Security (BSI) has
created comprehensive baseline standards for data centers that provide critical services.

The physical security of government class data centers also has been greatly enhanced. Requirements
now often include a detailed level of expectation for power redundancy architecture, physical access
controls, perimeter security, cooling system resilience, and emergency response planning, far beyond the
typical commercial expectation. The improvements are pertinent and needed.
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However, in most countries the involvement of the data center operators in the national crisis
management is not fully developed. Power utilities have procedures in place to interface with emergency
management agencies during emergency situations. There are comparable systems for water utilities. In
most jurisdictions, data center operators don't have similar formal ties with national security agencies,
emergency management organizations, or military authorities. The consequence is, that if a nation-state
level attack or some crisis occurs, where government action is necessary, the process of response is ad
hoc.

NATIONAL STRATEGIES: PROGRESS, GAPS, AND THE TALENT PROBLEM IN DATA CENTER RESILIENCE
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Fig -9: National Strategies Progress, Gaps, and the Talent Problem in Data Center REsilience

The sovereign cloud policy terrain is maturing with a great deal of momentum. Several programs in
France, Australia, Saudi Arabia, Singapore, and others are creating solutions and frameworks regarding
cloud services that are sovereignly resilient. These programmes are significant developments, but there
are significant and ongoing implementation issues about the cost, technical capacity and involvement of
multinational providers.

The talent dimension is indeed one of the most chronic and neglected national digital infrastructure
strategies. The shortage of qualified data center professionals, cybersecurity experts and data center
infrastructure resilience planners is a global trend and well known. In 2024, Uptime Institute found that
there would be a shortage of over 300,000 qualified workers in the data center industry across the world
by 2025. The best infrastructure investment will not make up for the lack of personnel that can design,
operate and protecting the infrastructure. Structurally, national strategies that focus on facilities and
technology, but do not allocate the same attention and resources to workforce development, are
incomplete.

11. THE Al DIMENSION COMPUTE INFRASTRUCTURE AS GEOPOLITICAL CURRENCY
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For this reason, the strategic discussion on data centers has been revolutionized by artificial intelligence
and merits its own analysis the Al compute infrastructure question isn't just about performance or cost. It
is an open, direct, recorded, and documented power play of the Nation.

These frontier Al systems often demand compute-intensive tasks for long periods of time (weeks or
months) across thousands of specialized processors, such as GPUs and dedicated Al accelerators, and
are run in a facility that has a significant amount of power and precision cooling. There is not much
hardware available that can do this computation. As of early 2025, most world-class Al training
infrastructure are in the USA, with a considerable amount in UK, parts of EU, and emerging capacity in the
Gulf states. Frontier systems in Al cannot be developed independently by countries that don't have
access to this.

This is where the U.S. government interpreted its strategic significance and started taking steps to curb
the export of advanced semiconductors to China in 2022, with additional restrictions added in following
years. Explicit reasons cited were a strategic competitor's ability to gain access to hardware needed to
build Al systems that could be used for military and intelligence purposes. No matter how good or bad, or
effective or ineffective, this policy decision is an official recognition that Al compute infrastructure is an
area of national power that is subject to the same export control rational that was used when it comes to
nuclear technology, advanced weapon systems, and military encryption.

The implications of dependency are high for countries that do not have a compute infrastructure for Al
locally. Focusing on foreign hardware, foreign cloud environments, foreign legal jurisdiction, trained and
operated Al systems are not Al systems in a meaningful sense of the word. This foreign company will have
potential visibility of the data on which the systems are trained and the queries they run. That data could
be subject to possible legal requirements for access by the foreign government under the law of which
the services are apart. As well as the on-going ability of Al is depending on the on-going capacity of a
business and geopolitical partnership that's not totally in the dependent country's control.

THE Al DIMENSION: COMPUTE INFRASTRUCTURE AS GEOPOLITICAL CURRENCY
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This analysis is paving the way for significant investments in the local Al compute infrastructure in various
geographies. Another major part of the Saudi Arabia’s Project Transcendence, which is announced in
2024, is the construction of local Al data centers. The European Al Office of the European Union is working
on strategies to prevent Europe from being structurally reliant on infrastructural support from outside the
EU to ensure its Al capability. India Al Mission has a component on India's own Al compute capacities.
These investments are indicative of a strategic conclusion coming together in an age where the ability to
harness Al is a matter of national competitiveness and security: the infrastructure that powers Al should
be regarded as a strategic asset.

12. THE HARDWARE SUPPLY CHAIN
121 Semiconductor Dependency, Manufacturing Concentration, and the Hidden

Vulnerability in Data Center Infrastructure

All servers in all data centres are silicon based. The computing power in a data center made up of
processors, memory chips, network interface cards (NICs) and storage controllers are physical artifacts
produced in a particular location, by a particular company, with materials and equipment sourced from
a highly concentrated and in certain crucial components extremely fragile, international supply chain.

This supply chain is one of the areas that may be singled out for specific consideration, as it is different
structurally from the physically vulnerable and the cyber vulnerabilities discussed elsewhere in the article.
Some cyberattacks can be identified and sometimes even are prevented in real-time. A physical strike
can be arranged to and for and protected by proper protection measures. However, this vulnerability in
the supply chain can take years to become apparent when semiconductors are unavailable, and years
longer to correct the vulnerabilities are a result of decades of commercial choices that were individually
prudent but collectively dangerous.

THE HARDWARE SUPPLY CHAIN: SEMICONDUCTOR DEPENDENCY, MANUFACTURING CONCENTRATION,
AND THE HIDDEN VULNERABILITY IN DATA CENTER INFRASTRUCTURE
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AND SHOULD BE TREATED AS SUCH, IN THE SAME WAY AS THE FACILITIES WHERE IT RESIDES.”

Fig -11: Semiconductor Dependency Manufacturing Concentration and the Hidden Vulnerability in Data
Center Infrastructure
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The clustering around manufacturing in the production of advanced semiconductors is remarkable. So as
of 2025 the production of the most advanced logic chips, less than 10nm, are essentially dominated by
two companies, Taiwan Semiconductor Manufacturing Company and Samsung Foundry. Taiwan
Semiconductor is the sole manufacturer of a significant share of the world's cutting-edge chips used in
hyperscale data centers and Al training facilities, such as processors and Al accelerators. With Taiwan's
political stability and physical security being a key concern, the continued stability of the island is
essential to hardware supply for the global data center industry, as Taiwan is in an area of demonstrated
geopolitical tension between the People’'s Republic of China and the United States.

The threat of the Taiwan risk is no longer hypothetical. The US Defense Department, European
Commission, Japanese, South Korean, and British governments have all reported on the concentration of
advanced chip manufacturing there as a vulnerability of the critical supply chain that needs to be
mitigated. The CHIPS and Science Act passed in 2022 in the United States allocated $52 billion to
domestic semiconductor production, specifically to decrease the dependency. The European Chips Act,
which was passed in 2023, was also in this respect an ambitious undertaking in the field of domestic
manufacturing in Europe. As at the national level, Japan is willing to pay a significant amount of money to
finance a new TSMC fabrication plant in Kumamoto.

In addition to geographic concentration in fabrication, the data center hardware supply chain is subject
to two other types of risks, the first is less acknowledged but no less important:

The first one is hardware integrity. The data centre’'s hardware travels around the globe, through several
countries and multiple handling points, creating opportunities for tampering with the hardware, including
counterfeit components, malicious changes to firmware, or even hardware backdoors. Although there is
some controversy about the Bloomberg report from 2018 regarding supply chain hardware manipulation
and the companies are contesting the report, this was a major driver of the increased demand for
hardware provenance verification for sensitive government systems worldwide. But that concern was not
some ruse, although there were specific details in that report that are disputed. Adopting data centres
that process sensitive data requires hardware assurance processes, as well as software running on the
hardware.

The second is the expertise of specialized Al hardware. Al training and inference workloads are powered
by graphics processing units and Al accelerators from a handful of manufacturers, most notably NVIDIA,
and plush contributions from AMD and Intel, and specialized chips from Google (TPUs), Amazon
(Trainium) and Microsoft (Maia). It is noteworthy how much it relies on NVIDIA, with estimates indicating
NVIDIA has more than 80 percent of the market for Al accelerators in data center training workloads. With
a commercial focus, a disruption to NVIDIA's supply chain, whether due to component shortages, export
control adjustments or geopolitical events that impact manufacturing in Taiwan, would be a direct hit on
the ability to provide Al compute capacity around the world.

The strategic advice is clear-cut. It's important for organizations and governments that rely on data
centers for critical operations to include hardware supply chain analysis as part of their resilience
strategies, in addition to physical security and cybersecurity. These include the need to maintain
inventories of components that can be used to model realistic supply disruption, diversification of
hardware procurement where technically possible, requirements for hardware provenance
documentation for sensitive applications, and advocacy/support of policy initiatives supporting
geographic diversity in advanced semiconductors manufacturing. These are not policy statements. They
are business decisions that have tangible resiliency impacts. The below-visible part of the visible data
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center is silicon. Security and availability are strategic issues and should be treated as such, in the same
way as the facilities where it resides.

13. PRACTICAL FRAMEWORKS FOR BUILDING RESILIENT DIGITAL INFRASTRUCTURE

So, now that the analytical foundation is laid for considering data centres as assets for strategic
resilience, it's time to consider the question of what a realistic approach to resilience is for governments
and organisations. The first step for national governments is to be able to formally designate data center
facilities as critical infrastructure and ensure that they are included in national resilience plans.
Designation brings with it a range of regulatory authority, information sharing requirements and security
baseline requirements to open the door to a more systematic approach to vulnerability. It also facilitates
a requirement for governments to require concentration risk assessment and resilience planning for
operators of critical facilities which voluntary frameworks are unable to do.

In addition to designation, governments should mandate periodic systematic risk assessments of
national concentration, to explore where critical digital services are concentrated, whether in facilities or
providers, and in what situations a relatively small disruption could trigger large-scale national impacts.
These audits are likely to turn up uncomfortable concentrations that commercial operators may not have
noted for disclosure purposes, as it's not in their commercial interest to do so. The pain serves as
feedback and tells you what to do.

PRACTICAL FRAMEWORKS FOR BUILDING RESILIENT DIGITAL INFRASTRUCTURE
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Fig -12: Practical Frameworks for Building Resilient Digital Infrastructure

There is a need to focus on sovereign cloud policy development as a resilience strategy, rather than a
protectionist measure, which is important for policy development and for communicating with
stakeholders. The idea is not to bar foreign suppliers out of national markets but to make sure that
“critical national systems” have infrastructure options that do not depend upon a policy decision or an
operational crisis by a foreign government or foreign company. These are goals that can go hand in
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hand, and mixing resilience strategy with commercial protectionism is detrimental to both.

Data centers that house critical systems require a new set of physical protection standards, to consider
an environment of attacks by drones, precision attacks against power and cooling facilities, and
advanced physical intrusion capabilities. Most of the existing standards have been formulated based on
a cybersecurity and natural disaster threat model rather than an adversarial and well-resourced physical
attack threat model. This gap needs to be dealt with. The next on-the-ground challenge for enterprises is
to perform "dependency audit” in true sense of the word. Most large organizations can't see beyond the
tip of the iceberg when it comes to understanding their company's digital infrastructure dependencies,
such as what cloud services are required for critical operations, where these services are located, what
impact an outage of any one service will have, and how long recovery will take. The dependency audit
should create a map of vulnerabilities, ranked by the business impact, and the map should lead to a
certain mitigation plan with the highest exposures first.

Contract review is a real-life but underutilized aspect of enterprise resilience strategy. Typical commercial
cloud contracts have low liability limits for providers and providers can make significant decisions about
changing services. If it's a critical workload at stake, then organizations should seek agreements with
service level commitments, financial penalties for service outages that impact the business, advance
notice of service changes and provisions for data portability to eliminate proprietary lock-in. These terms
are negotiable for larger enterprise customers and failure to negotiate them means that you are
accepting a one-sided risk in your contract. Unfortunately, multi-cloud is operationally challenging, but it
does offer a certain level of resilience if a service provider suffers an outage, as well as lessening the
power of any one service provider over an organization. If the cloud investment is warranted, building
workloads to be deployable on at least two cloud providers can offer a considerable level of resiliency
over a single cloud provider.

14. FUTURE PROSPECTS AND RESEARCH DIRECTIONS
For the future, there are several developments that will influence the future of data centres as critical
infrastructure in a way which existing frameworks might not be able to fully anticipate.

FUTURE PROSPECTS AND RESEARCH DIRECTIONS FOR DATA CENTER CRITICAL INFRASTRUCTURE
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Fig -13: Future Prospects and Research Directions for Data Center Critical Infrastructure
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The energy intersection will become increasingly prominent. Power usage in data centers is increasing so
quickly that electrical power in high-density areas is starting to stretch thin. The interaction of the data
center resilience and energy grid resilience introduces complicated interdependency that needs to be
planned across sectors that aren't normally used to planning. An emerging research area is for the co-
optimization of energy and digital infrastructure resilience, including the potential of on-site energy
generation and energy storage at critical digital infrastructure facilities, such as data centers.

The disruptive factor that exists at a longer horizon is quantum computing. If the quantum systems are to
become operational, they will need infrastructure very different from that of current classical computing
facilities and cryptographic protection, on which current data security depends, will need to be replaced.
Countries, companies, and other entities that are considering quantum transition when investing in digital
infrastructure will be more ready than those that have not.

The regulatory environment will remain a very dynamic one. The European Union (EU)'s NIS2 Directive,
which takes effect in October 2024, introduces a wide range of new cybersecurity requirements for
operators of essential services, which includes specific regulations for digital infrastructure. There are
equivalent developments in the regulation of other jurisdictions. An organization that chooses to operate
internationally will have ever-growing multi-jurisdictional compliance requirements, with the
combination of various national sovereignty requirements for data and computing infrastructure
requiring sophisticated legal & technical management.

More empirical studies on the connection between the concentration of the digital infrastructure and
national economic vulnerability are needed. While there are case studies of major outages and attacks
available, systematic comparative analysis of the resilience outcomes of different architectural
approaches and national regulatory frameworks is limited. The creation of such standardized metrics for
digital infrastructure resilience, like those used for physical infrastructure resilience, could significantly
help to develop policies and enterprise risk management.

15. CONCLUSION

In today's world, data centers are an integral part of the economy and the operation of states. This article
has traced their development from specialised technical facilities to becoming strategic national assets
and has also analysed how that change in nature has security and geopolitical implications and offered
practical government and organizational models for dealing with the implications.

It is important to highlight some of the conclusions. The various “centralization-resilience” trade-offs
associated with digital infrastructure are indeed a reality and are not self-evident and self-resolving. It
needs to be planned for, and it will cost real money at the policy and architectural level. In the end,
sovereign cloud and geographic distribution are not merely technical choices but strategic needs for
countries that prioritize their digital sovereignty. The decision to adopt the enterprise cloud should be
thought of as one of the biggest strategic moves a company makes, and as such, requires the same
intensive risk analysis as other strategic investments such as dependency, regulatory compliance, cost
trajectory, and business continuity. Al capability and compute infrastructure combine to usher in a new
dimension of country power, redefining the geopolitical stakes of investing in data centers. But the talent
piece the human part and resources needed to create, run, and even secure data centers is the most
consistently overlooked aspect of the digital resilience strategy. Those organizations and governments
that see these findings as operational requirements, and not advice givers, will be better positioned the
next time a crisis comes around. This crisis will come in some capacity. The key thing is whether it will be
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preceded by preparation.
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