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Abstract - With industrial control systems (ICS) becoming more interconnected with enterprise 
networks and cloud platforms and with global supply chains, operational technology (OT) cybersecurity 
has become critical discipline. This article considers a quadrant based skills framework, which categories 
twenty four professional skills on two dimensions, namely the dimension of essentialness, and the 
dimension of demand. The framework divides these competencies into four quadrants Core Skills, 
Emerging Skills, Steady Skills, and Out of Focus Skills, and further categorizes each of the skills into one of 
eight categories that encompass cognitive ability, technology fluency, management capability, 
interpersonal effectiveness, physical aptitude, self-efficacy, engagement traits, and ethical orientation. 
The discussion places the framework in the context of the history of the field of industrial cybersecurity, 
follows current workforce trends, outlines problems that remain and provides practical steps for 
individuals, organizations, and educators. The analysis shows that a successful OT cybersecurity program 
requires a multi-faceted portfolio of capabilities over and above a purely technical focus. The article ends 
by stating that organisations that can balance the basics of operations with the investment in new skills 
that will deal with future threats will have the best chance of maintaining the critical infrastructure upon 
which modern society relies, and that workforce strategies should continue to be adjusted to reflect 
changes in threats and technology. 
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1. INTRODUCTION 
Securing industrial systems is no longer just an engineering problem, but now a national security and 
economic issue. Digital control systems have come to support power grids, water treatment plants, oil 
and gas pipelines, manufacturing lines, transportation hubs, and pharmaceutical facilities all systems 
originally built for reliability not security. More than ever before, the people responsible for protecting 
these spaces need a wider skill set to protect them in the face of a larger threat landscape in a networked 
environment. 

This complex picture is encapsulated in the figure we are analyzing, Skills to Level Up OT Cybersecurity. It 
maps out 24 competencies against two overlapping axes and categorizes the competencies according 
to their nature. In so doing, the figure challenges the legacy notion that cybersecurity is a “purely 
technical” career. Rather, it defines this domain as a synthesis of thinking, moral, social, and managerial 
skills. This article is a rendition of the figure in a more extended scholarly discussion. It discusses the 
framework, its structure and the placement of the skills and what implications it has for the future of the 
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OT cybersecurity profession. It also utilizes industry research, professional standards, and academic 
literature to support the analysis, as well as to illuminate directions for further research. 

 

 
Fig -1: Skills to Level up OT Cybersecurity 

 

2. OBJECTIVES OF THE STUDY 
Study has several related objectives. First, it should make the meaning and structure of the quadrant 
based skills model clearer, to enable practitioners and academics to use it as a diagnostic tool. Second, it 
has the aim of studying each of the twenty four competencies in detail enough to reveal their relevance 
in the field, their interdependencies, and their common developmental pathways. Third, it aims to assess 
the link between essentialness and demand, which is sometimes more nuanced than the typical 
workforce narratives. Finally, it examines the meaning of the framework in terms of hiring, training, 
certifications, and curriculum development in OT cybersecurity. Fifth, it highlights issues organizations 
may encounter when working to turn skills frameworks into real skills and suggests solutions based on 
existing evidence. Lastly, the article casts an eye into the future, speculating on the potential trajectory of 
the framework in the face of changing technologies, regulations, and geopolitical uncertainties. The 
objectives set forth a framework for the ensuing analysis and keep the discussion both interpretive and 
actionable. 

 
3. HISTORICAL BACKGROUND OF OT CYBERSECURITY 
OT cybersecurity isn't something that has suddenly appeared out of nowhere. It went through several 
cycles of technological and operational evolution. In the early years of industrial automation, control 
systems tended to be independent. They were run by trained engineers and had few connections to other 
networks by using proprietary protocols. Security was viewed as something of a problem in physical 
access and equipment reliability as opposed to digital defence. Things started to change in the late 
1990s, early 2000s when Ethernet based networking was introduced and industrial systems began using 



      Partners Universal Journal of Artificial Intelligence Research  (PUJAIR) 

Volume: 01 Issue: 01 | April-May 2026| www.pujair.com 

 

© 2026, PUJAIR | PU Publications | DOI:10.5281/zenodo.20433334                                                                   Page | 62 

 

Windows operating systems and remote access. This convergence has resulted in a lot of improvements 
in terms of productivity, but it has also added a risk of malware, unauthorized access, and supply chain 
risks. In 2010, Stuxnet proved to be a turning point in the history of cyber operations, as it showed that a 
cyber-attack could have a physical impact on industrial equipment. Since then, several more incidents, 
such as the attacks in the Ukraine power grid in 2015 and 2016, the use of Triton malware to target safety 
instrumented systems in 2017, and the ransomware attack on Colonial Pipeline in 2021, have underscored 
the need for dedicated OT protection capability. 

 

Fig -2: Historical Background of OT Cybersecurity 
 

As a result, standards and frameworks have been developed including ISA/IEC 62443, NIST Special 
Publication and the ICS Cyber Kill Chain by Assante and Lee (2015). However, the workforce element was 
not as well developed, despite the technical guidance that is now available. There was a lack of 
consensus on the mix of skills required and educational institutions were not producing graduates who 
were able to work in the industrial environment. In response to this gap, a structured approach to thinking 
about competencies as a portfolio rather than checklist is envisioned in the skills framework examined in 
this paper. 

 
4. FIGURE INTERPRETATION AND ANALYTICAL FRAMEWORK 
4.1 The Two Axes 
There are two perpendicular axes on which the rest of the analysis is organized. The horizontal axis is 
essentialness and is an indicator of how critical or basic a skill is in day-to-day OT cybersecurity work. 
Skills located to the right on the chart are believed to be essential in today's current role. The vertical axis 
indicates the demand level and thus the interest trend of the market and organizations in the skill. 
Recruitment pressure on skills is higher the higher the skill appears on the chart and stable or stagnant 
the lower the skill appears on the chart. 
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The intersection of these two axes generates a 2 x 2 matrix, which can be used as a diagnostic tool as well 
as a strategic map to look forward. 

 

Fig -3: Analytical Framework for OT Cybersecurity Skills 
 

4.2 The Four Quadrants 
Core Skills in the upper right quadrant are the skills needed today and which are becoming more 
important. These are the key workers in the field and are in constant need of investment. In the upper left 
quadrant, Emerging Skills are skills that are not yet commonly understood as a must-have skill but have a 
growing demand. These are indicative of the future for discipline. Steady Skills in the lower right quadrant 
are the skills that continue to be critical for operation despite the levelling off hiring pressure. The Out of 
Focus Skills quadrant (lower left) shows competencies that are currently on the fringes of organizational 
focus but have potential value. 

4.3 The Eight Skill Categories 
The figure also categories each skill by means of a colour coded legend that categorizes the skill into 8 
categories. They are divided into eight categories Cognitive Skills, Technology Skills, Management Skills, 
Working with others, Physical Abilities, Self efficacy, Engagement Skills, and Ethics. The taxonomy is 
designed to be all-inclusive of the various human competencies pertinent to protecting an industrial 
environment, not only limiting competency to technical knowledge. This two-way classification by 
quadrant and category enables the reader to see both the place of the skill in the field and how it is a 
human capacity. 

 
5. CURRENT TRENDS SHAPING THE OT CYBERSECURITY WORKFORCE 
There are several trends influencing the current state of the OT cybersecurity workforce and 
strengthening the applicability of the quadrant model. 



      Partners Universal Journal of Artificial Intelligence Research  (PUJAIR) 

Volume: 01 Issue: 01 | April-May 2026| www.pujair.com 

 

© 2026, PUJAIR | PU Publications | DOI:10.5281/zenodo.20433334                                                                   Page | 64 

 

Qualified practitioners are still in short supply, and this is the first trend. According to industry reports, 
there is a global shortage of cybersecurity staffing of over 4,000,000 professionals, and particularly the 
shortage of OT specific staff members, as they must have a hybrid mix of engineering and security 
expertise (ISC2, 2023). The scarcity of these skills creates a critical need for mentoring, leadership and 
knowledge transfer, the latter of which are both in the Core and Emerging quadrants of the figure. 

 

Fig -4: Current Trends Shaping the OT Cybersecurity Workforce 
 

The second trend is an increase in Artificial Intelligence (AI) and Machine Learning (ML) use in industrial 
defense. Anomaly detection, predictive maintenance, and behavioural analytics with AI have made the 
jump from research labs to commercial platforms. This positioning of AI and ML in the Emerging Skills 
quadrant highlights the acceleration of AI and ML and identifies practitioners who build literacy in these 
technologies will be in a strong position. 

The third trend has to do with regulatory pressure. Operators of essential services are subject to greater 
compliance requirements because of frameworks like the European Union NIS2 Directive and the United 
States Cybersecurity and Infrastructure Security Agency directives, as well as sector-specific regulations 
in energy and water. All of this makes risk management, incident response planning, and secure network 
design even more critical, as shown in the Core Skills quadrant. 

The fourth trend relates to the merging of the safety and security disciplines. Traditionally, process safety 
and cybersecurity have been distinct functions, and their respective cultures and reporting structures 
have been different. There's been a concerted call to action from organizations recently including the 
International Society of Automation for tighter integration, especially for safety instrumented systems that 
are vulnerable to cyber threats. The figure confirms this trend with safety being placed at the top of the 
Core Skills quadrant. 
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The fifth trend is the increased focus on the role human and organizational factors play in cybersecurity 
results. The studies on security culture, behavioral economics, and organizational learning have shown 
that technical measures are not sufficient to be resilient. This overarching transition towards human 
centric cybersecurity is also visible in the included skills, including motivation, mission, curiosity, and 
active listening. 

 
6. DETAILED DISCUSSION OF THE SKILL CATEGORIES 
6.1 Core Skills as the Operational Backbone 
The Core Skills quadrant contains skills that are highly essential but see increasing demand. Safety is 
ranked highest on both axes, and indeed OT cybersecurity is about ensuring the safety of physical 
processes, which can put people, property and the environment at risk. The inclusion of safety as an 
ethics related competency and not just a procedural competency implies that safety is not a checkbox 
but a moral commitment. 

 

Fig -5: Discussion of the Skill Categories 
 

Risk management is a management skill and is prominently located in the quadrant. Risk management is 
effective and consistent with the organisation's risk appetite, regulatory requirements, and operational 
limitations. It involves skills in qualitative and quantitative analysis, scenario planning, and 
communication to stakeholders. ISA/IEC 62443 3 2 standard codifies this practice in industrial setting. 

Technical skills that hold the technical core of the quadrant are secure network design and incident 
response planning. Secure network design is based on defensible architectures, segmentation, conduits, 
zones and zero trust principles. With the need for ongoing operations in industrial environments, incident 
response planning is a way to ensure that an organization can detect and manage a cyber event, 
recover from it, and learn from it. 
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Leadership, part of working with others, is the human aspect of crisis management and transformation. 
Cybersecurity leaders not only have to sell difficult risks to executives but also must manage the work of 
other functional areas and maintain personnel morale during an incident that can last days or even 
weeks. The field requires intellectual demands of systems thinking and creative thinking, which are 
cognitive skills. Systems thinking helps practitioners to understand the interactions between the technical, 
human, and organizational subsystems, and creative thinking helps to facilitate a new approach to threat 
modeling and adaptive defense. The quadrant is completed by motivation and self-awareness, which 
are included in the concept of self-efficacy. These characteristics enable them to learn all the time and 
maintain stress resilience. It is a critical factor in an industry already facing worker shortages and even 
technically skilled employees are known to hit a ceiling without them or burn out. 

6.2 Emerging Skills as the Future Frontier 
The Emerging Skills quadrant is for skills that are increasingly in demand and have not yet been 
recognized. Mission, under the category of ethics, is an insight into growing values based engagement to 
attract and retain cybersecurity professionals. Youth practitioners prefer employment that is more 
meaningful and purposeful such as energy, health, and water, all of which relate to the betterment of 
society. 

Mentoring, which is in the working with others category, serves to directly tackle the workforce shortage. 
With the departure of experienced professionals coming and going into related positions, there is a real 
need for knowledge transfer in organizations. Mentoring also helps to rapidly develop mid-career 
professionals by getting them on the inside scoop of how operations work, which is hard to pick up from a 
textbook or curriculum. 

The technically most loaded competency in the quadrant is the use of artificial intelligence and machine 
learning (under the umbrella of technology). They can be used for anomaly detection in network traffic or 
for predicting maintenance needs in physical assets, among other examples, in OT environments. A 
practitioner knowledgeable about their strengths, limitations and adversarial vulnerabilities will become 
more important as adoption takes off. 

Curiosity is an engagement skill and while seemingly soft, it is the basis for nearly all cybersecurity 
practice improvement. The people who find new ways of attacking, new ways of defending, and new 
technology tend to be interested in "how things work. Active listening (working with others) contributes to 
cross disciplinary communication. OT environments rely on collaboration between engineers, security 
analysts, executives and operators and listening helps to minimize miscommunications that can lead to 
vulnerabilities or operational disruptions. 

Hacker mindset is also an engagement skill and relates to thinking like an adversary. This is a feature that 
is useful for proactive defense, threat hunting, and red team exercises. The significance of such a mindset 
is rising, even though many traditional OT professionals have been skeptical about this mindset, as 
industrial threats have been evolving into more sophisticated ones. 

6.3 Steady Skills as the Indispensable Foundation 
While Steady Skills are still important, demand for these are flattening as the supply is catching up or 
because they are seen as expectations. Secure remote access, a technology skill, is now a permanent 
requirement for operation in a distributed industrial environment, as vendors, contractors and field 
engineers come and go from different locations. Vulnerability management is a cognitive skill that needs 
identification, prioritization, and remediation of assets across complex technology stacks. The practice is 
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well developed, however, legacy systems and constraints in patching make it challenging to do well in OT 
contexts. 

Management encompasses asset management and is the foundation of any control system security 
program. Defense is impossible if you don't have an accurate list of all devices, versions of their firmware 
and network connections. Backup/recovery a technology skill supports resilience/disaster recovery. 
Although ransomware isn't growing as in-demand in industrial environments as other more prominent 
Core Skills, it remains an operational asset and is becoming more prevalent. 

Physical abilities include field troubleshooting, which is a special aspect to OT cybersecurity professionals 
having to work with equipment in physical environments. OT specialists can walk the plant floor, 
understand the instrumentation, and react to various physical issues that are not found in IT. There is a 
close relationship between the self-efficacy component called comfort with high stakes environments. 
Work in critical infrastructure requires psychological preparedness to deal with critical situations where 
errors have serious consequences. 

Engineering is a cognitive skill that will make sure that cybersecurity controls don't affect physical 
processes. When a control engineer understands network security, or a cybersecurity engineer 
understands process control, these sorts of misaligned interventions can be avoided, preventing both 
forms of risk from being injected in either direction. 

6.4 Out of Focus Skills and Their Latent Value 
Skills in the Out of Focus quadrant are not being valued by many organisations but could have strategic 
value. Project management, also in the management realm, might not seem as at the heart of 
cybersecurity programs as risk management, but it's just as essential for the successful execution of 
cybersecurity programs. The reason why many initiatives fail is not necessarily because of the deficiency 
of technical content, but because of poor coordination, scheduling, or stakeholder management. 

Root cause analysis is a cognitive skill and is worthy of special attention. It is a bit surprising where it falls 
in the Out of Focus quadrant as it is a key component in incident learning, reliability engineering, and 
continuous improvement. This may reflect an organization's culture and practice of investigations as 
compliance work, instead of a learning opportunity for a system. In all the literature on high reliability 
organizations, it is always stated that the ability to conduct effective root cause analysis is a key 
contributor to resilient operations. 

Technology is highlighted with PLC programming. While not every cyber security practitioner needs to 
have an extensive understanding of programming, those with such skills will have a unique advantage 
when they're looking at how attackers can manipulate logic controllers. Global citizenship (under ethics) 
refers to a greater understanding of geopolitics and society. Although this competency is at the margins 
of relevance now, as cyber threats become more closely linked to nation state activity and greater 
interdependency of supply chains, it could increase in significance. The positioning of these skills needs to 
be understood well. Don't mistake low demand with low value and history shows that some backside skills 
could be the ones to become prominent in the future. 

 
7. THE RELATIONSHIP BETWEEN ESSENTIALNESS AND DEMAND 
An important nuance in the framework is that essentiality does not necessarily go hand in hand with 
demand. The two dimensions are interrelated in different ways in each quadrant. In the Core Skills 
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quadrant, high essentialness and high demand signal chronic pressures with a supply consistently falling 
behind demand. High essentialness combined with stable demand (typical of the Steady Skills quadrant) 
indicates that there are areas where supply has matured. Low essentialness/High demand (Emerging 
Skills quadrant) refers to areas where organizations are investing in areas that are not widely recognized 
yet. Areas of low essentialness and low demand, like the Out of Focus quadrant, indicates areas that may 
need a reassessment or are at risk of erosion. 

 

Fig -6: The Relationship Between Essentialness and Deman in Workforce Skills 
 

There are practical implications in this decoupling. Only relying on visible demand signals for workforce 
strategies can result in under investing in the capabilities that are emerging and ignore the importance of 
competencies that are not discernible. The framework is a corrective lens, thus pushing leaders to 
consider both short-term needs and strategic positioning. 

 
8. CHALLENGES IN BUILDING OT CYBERSECURITY CAPABILITY 
Even with the clarity of frameworks like this, organisations still face some challenges in making the 
frameworks work. There are five levels of difficulty.  

The first challenge is associated with the cultural gap between IT and OT teams. Each of these groups 
may have differing priorities, jargon, and risk tolerances. Historically the IT teams have focused on 
confidentiality and on quick patching, the OT teams on availability and safety and operational continuity. 
Creating shared understanding is not something that just happens it takes time and effort, such as 
shared training, governance, and collaboration mechanisms. 

The second challenge relates to legacy infrastructure. Many industrial facilities have equipment that has 
been running for decades with no security factors considered. The application of modern controls on top 
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of these systems requires ingenuity, a thorough understanding of engineering controls and an 
appreciation for the measures that must be taken to compensate. 

 

Fig -7: Challenges in Building OT Cybersecurity Capability 
 

Talent acquisition and retention is the third challenge. Competition for cybersecurity talent makes it a 
costly endeavor, and more specifically, OT positions further limit the talent pool. Retention is directly tied 
to the mission of the framework and the self-efficacy theme, as well as competitive compensation and 
meaningful work, which is connected to the mission and self-efficacy themes. 

This fourth challenge is around measurement. It is still difficult to quantify skill levels and capability 
maturity especially for behavioural and ethical skills. Some structure is provided by certifications like the 
Global Industrial Cyber Security Professional, but subjective judgment and informal evaluation are the 
basis for much of the assessments. 

The fifth challenge involves complexity of regulatory and standards issues. Practitioners need to deal with 
the requirements of sectoral bodies, national schemes and international standards and customer 
specific requirements. This complexity takes time and focus away from doing the things that defend. 

 
9. SOLUTIONS AND STRATEGIC PATHWAYS 
Solutions to these challenges must be undertaken at several levels. 

On an individual basis practitioners gain from self-evaluation with purpose and structure to plan their 
development. Using the quadrant scheme can be a starting point for people to recognise their strengths 
and development needs before going on to formal learning, practical experience, training, mentoring, 
and exposure to working environments. Reflective practice (journaling, peer review and after action 
analysis) is used to deepen learning, as opposed to passively consuming training material. 
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Fig -8: Solutions and Strategic Pathways for Workforce Development 
 

Organisational level All eight skill areas should be incorporated into building competency frameworks to 
prevent technology only approaching the field that has historically occurred. Organizations can create 
role profiles that explicitly consider cognitive, ethical and engagement traits and they can consider these 
as part of the hiring, performance management, and succession planning process. Mentoring schemes, 
communities of practices and rotation roles help to speed up learning and decrease reliance on a few 
key experts. 

In the educational and certification aspect, the subject matter of a curriculum should include behavioral 
and ethical knowledge in addition to technical knowledge. Universities and training providers can work 
together with industry for graduates to be fluent in an industrial setting understand control systems, field 
and operational decision making. The certifications can be developed to align with the four quadrants 
and there can be different trajectories for foundational, core, and emerging competencies. Governments 
and standards bodies can help develop the workforce at the policy level by investing in training, 
recognizing training pathways, and incorporating human factors into their regulatory requirements. 
International cooperation is now and with increasing significance a necessity, as critical infrastructure is 
more reliant on cross border value chains and shared threat intelligence. 

 
10. IMPLICATIONS FOR WORKFORCE DEVELOPMENT 
The figure has five key implications for the OT cybersecurity workforce development. 

Firstly, holistic competency models are now of utmost importance. Focusing on cybersecurity as just a 
technical certification de-credentializes the profession and creates practitioners that lack the skills to 
work in senior level positions.  

Second, it is safety that acts as the gravitational center of OT cybersecurity. The positioning of safety at 
the top-right corner of the figure reinforces that the discipline is not about the integrity of data; it's all 
about human life and physical processes. 
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Fig -9: Implications for Workforce Development in OT Cybersecurity 
 

Third, Soft skills are not soft. Critical points in the framework are Leadership, Mentoring, Mission, Active 
Listening and Curiosity. These skills help people work between organizational lines, remain motivated 
when under pressure and adjust to the changing threats. 

Fourth, future readiness is based on new skills. As artificial intelligence grows, skills like AI literacy, a hacker 
mentality, and structured mentoring are crucial for organizations to avoid strategic obsolescence. 

Fifthly, Continuous maintenance of the skills is needed, and not neglect. However, the leveling off demand 
for skills like backup or recovery, and for asset management, is not a sign of a fading skill but simply 
indicates that the skill is mature in the supply market. These skills are essential and if not used will be lost 
and will compromise operational resilience. 

These implications indicate a more comprehensive, purposeful, and forward-looking approach to 
workforce development. 

 
11. RECOMMENDATIONS FOR PRACTITIONERS, ORGANIZATIONS, AND WORKFORCE PLANNERS 
The framework provides a clear, explicit, and systematic pathway for practitioners to engage with 
professional development. Persons can start with self-assessment and grade themselves for each skill 
and then determine 2 or 3 priority areas in the various quadrants. By making a conscious effort to invest in 
new skills like AI and ML literacy, hacker mindset, and listening, practitioners can set themselves up for 
future opportunities. Senior leaders know that they must build cognitive and self-efficacy competencies 
such as systems thinking, creative thinking, and motivation to make them more than just technically 
competent and narrowly focused contributors. 
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Fig -10: Recommendations for Practitioners, Organizations, and Workforce Planners 
 

The framework can help organizations with their hiring, training, and performance management. When 
competency models are based on jobs and related to all eight categories instead of technology they 
provide a more accurate view of the competency requirements of jobs. Creating mentoring pipelines not 
only helps alleviate the shortage of workers, but it helps pass along knowledge from one generation to 
another. Incorporating safety and ethics into cybersecurity training, instead of as a distinct coursework, 
helps to remind people of the protective nature of cyber. Skills like root cause analysis and global 
citizenship can be underutilized and might present new avenues for developing capability. 

Workforce planners and educators use the behavioral, ethical, and engagement components in the 
curriculum along with the technical components to help prepare students for the realities of the OT 
environment. There are various career paths with the four quadrants that lead to certification. 
Consultation with industry to monitor changes in demand patterns means that the framework is 
responsive to changes. 

 
12. FUTURE PROSPECTS OF THE FRAMEWORK 
There are several events that will impact the future development of the framework. As a defensive 
measure, artificial intelligence will continue to grow in importance in OT cybersecurity, and as an attack 
surface, it will assume an even greater importance. Practitioners will require skills in adversarial machine 
learning, ethical AI governance, and model validation in critical decisions as models get integrated. 

The threat of landscape will change due to geopolitical pressure. Increased sophistication and frequency 
of state sponsored cyber operations against critical infrastructure, and a multitude of supply chain risks 
across the globe. The Out of Focus quadrant might be shifting some skills towards the centre, such as 
skills for global citizenship, intelligence analysis, and cross border coordination. 
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Fig -11: Future Prospects of the Skills Framework in OT Cybersecurity 
 

Demand will remain to be driven by regulatory change. How organizations allocate resources and what 
skills they need will be impacted by new regulations for incident reporting, software bill of materials, and 
operational technology security disclosures. Those who can navigate regulatory issues, manage 
compliance engineering, and analyse policies will be increasingly valuable. 

The makeup of the workforce will also shape the framework. The need for mentoring and planned 
knowledge transfer will increase as more experienced engineers retire. Those organizations that can 
create a learning culture and intergenerational collaboration will have a sustainable advantage over 
those that rely on the ‘transactional' approach for hiring. 

Finally, the embedding of safety, reliability and security disciplines are likely to become deeper. The divide 
between these functions has resulted in inefficiencies and gaps and Integrated Models that integrate 
process safety, functional safety and cybersecurity are taking hold. Future skills frameworks may combine 
skills that are currently found in several skills categories. 

 
13. GAPS IN THE LITERATURE AND AREAS FOR FURTHER RESEARCH 
While OT cybersecurity guidance has matured, there are still several research gaps. There is a lack of 
empirical research on the effectiveness of specific training interventions and most evidence is anecdotal 
and vendor produced. Likewise, there is a lack of research that correlates models of workforce 
competencies with actual security outcomes. Although the behavioural and ethical aspects of 
cybersecurity are becoming increasingly acknowledged, there are not yet sufficiently well-developed 
assessment tools which are applicable for industrial settings. 

Additional studies might focus on organizations' efforts to measure progress in relation to 
multidimensional skills frameworks, mentoring relationships and capability transfer, and cross-
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disciplinary working and its impact on security and safety. Some studies that could be compared 
between sectors, geographies, and organisational sizes would also be good in terms of providing the 
empirical basis of the field. 

 

Fig -12: Gaps in the Literature and Areas for Further Research in OT Cybersecurity 
 

14. CONCLUSION 
More than just a visual taxonomy of skills, the framework Skills to Level Up OT Cybersecurity is a framework 
that supports prioritization. It reflects a philosophy of strategy on the discipline's future development to 
address the increasing risk in industry. The model shows the multidimensional, human-centered, and 
future-oriented nature of modern OT cybersecurity work by portraying twenty four skills along two axes 
and eight categories. Practitioners who use the framework as a personal development tool can create 
purposeful plans for growth that integrate what they have learned to operate within with what they need 
to be prepared for. Focusing on workforce strategies based on essentialness and demand can help 
organizations steer clear of optimizing based on only the visible market signals. Teachers and certifies 
who include the aspects of behaviour, ethics, and engagement in the programs they deliver can create 
learners who will be more ready for the industrial world. The final words that the figure gives are not just 
pep talking, but operational. In an industry where the failure to build strengths and continually improve 
weaknesses is not an option, the consequences of failure are the potential harm to people, ecosystems, 
and societal stability. The framework provides a viable and orderly way forward. 
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